 

Model Data Processing Agreement 4.0
Pertaining to the Privacy Covenant for Digital Educational Resources 4.0

[bookmark: _Hlk89265407]This Model Data Processing Agreement version 4.0 (2022) is an annex to the Privacy Covenant for Digital Educational Resources 4.0 (‘the Privacy Covenant’)[footnoteRef:2]. The provisions of this Model Data Processing Agreement can be deviated from only in writing and if the reasons for doing so are stated. [2:  Information about the Privacy Covenant and the Model Data Processing Agreement can be found on www.privacyconvenant.nl.] 


Educational Institutions and Processors (suppliers and distributors) use the Model Data Processing Agreement 4.0 when entering into or renewing a processing agreement. The new Model Data Processing Agreement 4.0 replaces the previous versions of the Model Data Processing Agreement. The principles of this Model Data Processing Agreement 4.0 are consistent with the provisions of the Privacy Covenant and implement the obligations under the EU General Data Protection Regulation (‘GDPR’), and the principles set out in international and national security standards, case law and guidelines of the supervisory authority.

This Model Data Processing Agreement 4.0 has three annexes:

1. The Privacy Annex (Annex 1) specifically describes the products and/or services to be provided in light of the GDPR, which categories of Personal Data will be processed and for which purposes.

2. The Security Annex (Annex 2) describes which technical and organisational security measures the Processor has implemented and how the Processor ensures that security remains a constant focus of attention and care.

3. The Amendments Annex (Annex 3) includes motivated deviations from the wording of the Model Data Processing Agreement.
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Parties:

1. The competent authority of <name + legal form of educational institution>, registered under (competent authority) administration number <number> (such as the BRIN number or RIO number at the Education Implementation Service of the Ministry of Education or the Chamber of Commerce number), with its registered office and principal place of business at <address>, <postal code> <city>, legally represented by <position + name>, referred to below as the ‘Educational Institution’
and
2. The supplier/distributor <name> <legal entity>, Chamber of Commerce number <CoC number>, with its registered office and principal place of business at <address>, <postal code> <city>, legally represented by <position + name>, referred to below as the ‘Processor’ 

jointly referred to below as the ‘Parties’, or separately as ‘Party’

[bookmark: _Toc87959484][bookmark: _Toc88047398][bookmark: _Toc99650857]Whereas:

a. The Educational Institution and the Processor entered into an agreement on <date> under which it was agreed that the Processor would provide <specific description of the products/services that the Processor will provide on the Educational Institution’s instructions> to the Educational Institution. This agreement (‘the Underlying Agreement’), concluded in writing or otherwise, results in the Processor processing Personal Data on the Educational Institution’s instructions.

b. Partly because of the provisions of Article 28(3) of the General Data Protection Regulation, the Parties wish to record their respective rights and obligations regarding the Processing of Personal Data in this Data Processing Agreement.
[bookmark: _Toc87959485][bookmark: _Toc88047399]

[bookmark: _Toc99650858]Agree as follows:

[bookmark: _Toc87959486][bookmark: _Toc99650859]Article 1: Definitions
The terms below are defined as follows in this Data Processing Agreement:
a. Annex(es): annex(es) to the Data Processing Agreement;
b. Applicable Laws and Regulations on the Processing of Personal Data: the laws and regulations of the European Union and the Member States and/or further treaties, regulations, directives, decisions, policy rules, instructions and/or recommendations of a competent public authority on the Processing of Personal Data, also including future amendments and/or supplements to them, including Acts of the Member States implementing the GDPR and the Telecommunications Act [Telecommunicatiewet];
c. ChainID: a pseudonym of an Educational Participant’s personal identification number as referred to in the Regulation on the pseudonymisation of Educational Participants [Regeling pseudonimisering onderwijsdeelnemers]. The ChainID [ketenID] is also called the ECK iD;
d. Data Breach: a breach of security in connection with personal data, as referred to in Article 4(12) GDPR;
e. Data Subject, Third Party, Personal Data, Processing of Personal Data and Controller: the terms as defined in the GDPR;
f. Data Subprocessing Agreement: an agreement or other legal act by which the Processor imposes at least the same data protection obligations on the Subprocessor it hires as are imposed on it – the Processor – in this Data Processing Agreement;
g. Digital Educational Resource: a digital product and/or digital service in which Personal Data of Educational Participants are processed for the purpose of providing education, including preparing, implementing, evaluating and supporting education and/or the educational process, and supervising and monitoring Educational Participants (in their learning process);
h. Educational Institution: the competent authority as referred to in Articles 1 of the Primary Education Act [Wet op het primair onderwijs], Secondary Education Act [Wet op het voortgezet onderwijs] and Expertise Centres Act [Wet op de expertisecentra], and the institution as referred to in Article 1.1.1., subparagraph b of the Adult and Vocational Education Act [Wet educatie en beroepsonderwijs];
i. Educational Participant: a pupil or student in primary education, secondary education or senior secondary vocational education, including a pupil or student in special education or special secondary education as referred to in the Expertise Centres Act [Wet op de expertisecentra], as well as a student in adult general secondary education and a participant in education;
j. Edu-K: the platform as referred to in Article 8 of the Privacy Covenant, or its successor;
k. GDPR: the General Data Protection Regulation (Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC);
l. Instructions: instructions that the Educational Institution issues in writing or sends electronically, in its capacity as Controller, to the Processor under its powers as defined in this Data Processing Agreement or in the Underlying Agreement;
m. [bookmark: _Hlk88048888]Model Data Processing Agreement/Data Processing Agreement: this data processing agreement which is included as a model in the annexes to the Privacy Covenant and forms an integral part of it;
n. Party to the Privacy Covenant: an Educational Institution or Processor that has joined the Privacy Covenant;
o. Privacy Covenant: the Privacy Covenant for Digital Educational Resources 4.0;
p. Processor: the supplier, including the distributor, that processes Personal Data on the Educational Institution’s instructions for the purpose of supplying and using a Digital Educational Resource;
q. [bookmark: _Hlk89265414]Subprocessor: the party that the Processor hires as Processor for the purpose of Processing Personal Data under the Model Data Processing Agreement and the Underlying Agreement;
r. Supervisory Authority: the supervisory authority as referred to in Article 51 GDPR. In the Netherlands, this is the Dutch Data Protection Authority [Autoriteit Persoonsgegevens].
s. Underlying Agreement: the agreement between the Educational Institution and/or the schools that come under it and the Processor, as described in Recital a., including an agreement concluded on the basis of that agreement between an Educational Participant and the Processor for the product or service concerned;
t. Written/In Writing: handwritten or printed texts, both in digital and analogue form;

[bookmark: _Toc87959487][bookmark: _Toc99650860]Article 2: Subject of and assignment under the Data Processing Agreement
1. This Data Processing Agreement applies to the Processing of Personal Data for the purpose of performing the Underlying Agreement.
2. This Data Processing Agreement replaces any previous Data Processing Agreements concluded between the Parties in connection with the products/services referred to under Recital a. as recorded in the Underlying Agreement.
3. Under Article 28 GDPR, the Educational Institution, in its capacity as Controller, gives the Processor Instructions to process Personal Data on its behalf. The Educational Institution’s Instructions, among other information, are described in Annex 1 to this Data Processing Agreement. This assignment and any further Instructions are issued in writing by and to the Parties’ contact persons who are declared authorised for this purpose. These contact persons are listed in the Annex.
4. The Processor must inform the Educational Institution as soon as possible if it believes that an Instruction contravenes the GDPR or other applicable legislation. In such a case, the Educational Institution must assess whether the Instruction indeed contravenes the GDPR or other applicable legislation. During this assessment, the Processor need not follow the Instruction.
5. The provisions of the Data Processing Agreement apply to all Processing operations, as listed in Annex 1, which occur to perform the Underlying Agreement. The Processor must immediately inform the Educational Institution if it has reason to believe that it can no longer comply with the Data Processing Agreement.

[bookmark: _Toc87959488][bookmark: _Toc99650861]Article 3: Role allocation
1. The Educational Institution is the Controller for the Personal Data Processing operations performed on its behalf. The Educational Institution has and retains independent control over the purpose and means, and over determining the purpose and means, of Processing the Personal Data.
2. The Processor ensures that when the Educational Institution enters into this Data Processing Agreement, it is adequately informed of the Processor’s service(s) and the Processing operations to be performed. This information enables the Educational Institution to understand which Processing operations are inextricably linked to an offered service and for which Processing operations it can use any optional services offered.
3. In addition to paragraph 2, and notwithstanding the provisions elsewhere in this Data Processing Agreement, when the Processor enters into this Data Processing Agreement, it informs the Educational Institution, in Annex 1, of the services referred to in paragraph 2, including any optional services, and of the Processing operations that occur in that regard. The information in Annex 1 must be described in language that the Educational Institution understands, so that it can give informed consent to the purchase of such service(s) and the performance of the related Processing operations.
4. Insofar as required under Article 30(5) GDPR, the Processor must keep a register of all categories of processing activities that it performs for an Educational Institution, in accordance with Article 30(2) GDPR.
5. The Educational Institution and the Processor must provide each other with all information needed to facilitate proper compliance with the Applicable Laws and Regulations on the Processing of Personal Data.

[bookmark: _Toc87959489][bookmark: _Toc99650862]Article 4: Privacy Covenant
The Parties endorse the provisions of the Privacy Covenant. This means that the relevant provisions – insofar as applicable – are legally enforceable.

[bookmark: _Toc87959490][bookmark: _Toc99650863]Article 5: Use of Personal Data
1. The Processor undertakes not to use the Personal Data obtained from the Educational Institution for any purpose or in any way other than the purpose for which the data were provided or became known to it. The Processor processes the Personal Data only on the Educational Institution’s behalf and based on its Instructions. The Processor must not process the Personal Data for its own purposes or for third-party purposes unless a provision of European Union or Member State law applicable to the Processor obliges it to Process, such as transferring to a third party. In that case, the Processor must notify the Educational Institution before the Processing on the basis of that statutory provision unless that legislation prohibits such notification for compelling reasons of public interest.
2. In addition to paragraph 1, Personal Data relating to Digital Educational Resources are never Processed for advertising purposes or for the Processor to make unsolicited offers.
3. In Annex 1, the Educational Institution and the Processor specify the purposes for which Personal Data are processed when using the product and/or service, as determined by the Educational Institution in its capacity as Controller, which Processing operations occur for this purpose and which categories of Personal Data of which Data Subjects are processed as a result. The Educational Institution must ensure that no more Personal Data than those set out in Annex 1 are transferred to the Processor.
4. If the Processor determines the purpose and means of the Processing of Personal Data in contravention of the GDPR, the Processor will be regarded as the Controller with regard to that Processing.
5. If the Processor (referred to further in this paragraph as the Distributor) focuses on distributing the Digital Educational Resources, among other things, when performing the Underlying Agreement, the following provisions will also apply:
a. The Distributor, in the role of Processor, will exchange data on the Educational Institution’s behalf with the suppliers of learning resources that also assume the role of Processor with regard to the Educational Institutions.
b. The Educational Institution is responsible for making and recording arrangements with each supplier of learning resources in a Data Processing Agreement.
c. The Educational Institution indemnifies the Distributor against any third-party claims arising from the failure to make Data Processing Agreements with the supplier of learning resources, or the failure to do so in due time. The Educational Institution also indemnifies the supplier of learning resources against any third-party claims arising from the failure to make Data Processing Arrangements with the Distributor, or the failure to do so in due time.
d. [bookmark: _Hlk88057253][bookmark: _Toc87959491] The Distributor’s responsibility for managing the Personal Data passes from the moment the supplier of learning resources has received those data from the Distributor.


[bookmark: _Toc99650864]Article 6: Confidentiality
1. The Processor warrants that it treats all Personal Data as strictly confidential. The Processor ensures that anyone it involves in the Processing of Personal Data, including its employees, representatives and/or Subprocessors, has a duty of confidentiality, which at least relates to the Personal Data and the circumstances under which they are processed.
2. The duty of confidentiality referred to in paragraph 1 does not apply in these cases:
a. insofar as the Educational Institution has given its explicit consent to disclose the Personal Data to a Third Party;
b. if disclosing the Personal Data to a Third Party is necessary because of the nature of the services that the Processor will provide to the Educational Institution as set out in the Underlying Agreement, or
c. if the Processor is obliged to disclose the Personal Data under a provision of European Union or Member State law.
3. If a Third Party invokes a statutory obligation as referred to in paragraph 2, subparagraph c, the Processor will verify the statutory basis and the identity of the party invoking it before the disclosure. Unless that legislation prohibits such notification for compelling reasons of public interest, the Processor will also immediately inform the Educational Institution, before the disclosure, of the information relevant to the Educational Institution in relation to that disclosure.
4. The Processor must ensure that people working under its authority and/or responsibility have access to Personal Data only to the extent needed to perform their duties.

[bookmark: _Toc87959492][bookmark: _Toc99650865]Article 7: Security and control
1. Subject to the provisions of Article 32 GDPR, both Parties must ensure that they implement appropriate technical and organisational measures to secure and protect Personal Data against unauthorised or unlawful Processing and against accidental loss, destruction or damage.
2. Besides the measures referred to in Article 32(1) GDPR, these measures, among others, will be implemented, where appropriate:
a. an appropriate policy for securing the Processing of the Personal Data (comparable to the applicable ISO standard and/or to the applicable ROSA Certification Scheme for Information Security and Privacy);
b. measures to ensure that only authorised people working under the Processor’s authority and/or responsibility have access to the Personal Data processed under the Processing Agreement;
c. organising procedures for granting access to Personal Data, including a registration and log-off procedure for allocating access rights, and recording events in log files relating to user activities, exceptions and information security incidents. The Educational Institution will be given the opportunity to check these log files periodically.
3. Annex 2 sets out the arrangements between the Parties concerning the appropriate technical and organisational security measures referred to in paragraphs 1 and 2.
4. For the purpose of accessing and using Digital Educational Resources (if available), the Educational Institution and the Processor use only the ChainID and the applicable Attributes Set for all Educational Participants who have the ChainID. If one Party states that this cannot reasonably be required of it, this must be sufficiently motivated in Annex 3.
5. Both Parties must ensure that they periodically evaluate, tighten, supplement or improve their security measures insofar as requirements or technological or other developments give cause to do so.
6. The Processor must consult closely with the Educational Institution so as to enable the latter to effectively comply with its statutory obligation to supervise the Processor’s compliance with the technical and organisational security measures and with the obligations referred to in Article 8 in relation to Data Breaches.

7. In addition to the previous paragraphs, the Educational Institution may always conduct an audit, or arrange for an audit to be conducted, in consultation with the Processor and subject to a reasonable notice period, to verify compliance with the Applicable Laws and Regulations on the Processing of Personal Data, the Processing of Personal Data in relation to the Underlying Agreement and this Data Processing Agreement, including the technical and organisational security measures implemented by the Processor:
a. [bookmark: _Hlk89268017]The Parties agree that an independent certified external expert to be engaged by one Party, after approval by the other Party, will conduct the audit and issue a third-party statement (TPS).
b. The auditor will provide the audit report to the Parties only.
c. The Parties will agree on how to deal with the audit outcomes.
d. The Parties may agree – based on a valid internationally or nationally recognised certification or an equivalent means of verification or proof – that a completed audit and the third-party statement issued as a result of that audit can be used. In that case, the Educational Institution will be informed of the audit outcomes.
e. The Parties agree that the Educational Institution will bear the costs of an audit, as referred to in subparagraph a, unless the audit reveals major or other defects that can be attributed to the Processor. In that case, the Parties will consult to apportion the costs of the audit.

[bookmark: _Toc87959493][bookmark: _Toc99650866]Article 8: Data Breaches
1. Both Parties have an appropriate policy for dealing with Data Breaches.
2. If the Educational Institution or Processor discovers a Data Breach during the performance of the Underlying Agreement or this Processing Agreement, it must inform the other Party of this Data Breach without unreasonable delay as soon as it becomes aware of it. If a Data Breach occurs, the Processor must provide all relevant information to the Educational Institution regarding the Data Breach, including information regarding any developments concerning the Data Breach, and the measures that the Processor will implement to limit its consequences and to prevent its recurrence.
3. In addition to paragraph 2, the Processor must inform the Educational Institution immediately if there is a suspicion that a Data Breach is likely to constitute a high risk to natural persons’ rights and freedoms as referred to in Article 34(1) GDPR.
4. If a Data Breach occurs, the Processor must enable the Educational Institution to implement appropriate follow-up steps regarding the Data Breach. The Processor must follow the existing processes that the Educational Institution has established for this purpose, insofar as these have been made known to the Processor. The Parties must implement all measures as soon as possible that are reasonably needed to prevent or limit new or continued contraventions or breaches concerning the Processing of Personal Data, and, more specifically, new or continued contraventions of the Applicable Laws and Regulations on the Processing of Personal Data.
5. If a Data Breach occurs, the Educational Institution must comply with any statutory reporting requirements.
6. The Parties will agree in good faith on the reasonable apportionment of any costs associated with complying with the reporting requirements.
7. The Parties must document all Data Breaches in an incident or equivalent register, including the facts regarding the breach in relation to Personal Data, its consequences and the corrective measures implemented.
8. The Processor must inform the Educational Institution of security incidents, other than Data Breaches, in accordance with the arrangements described in Annex 2.


[bookmark: _Toc87959494][bookmark: _Toc99650867]Article 9: Cooperation
1. The Processor must cooperate with the Educational Institution in complying with its obligations as a Controller under the GDPR and other Applicable Laws and Regulations on the Processing of Personal Data, including, but not limited to:
a. insofar as reasonably possible, fulfilling the Educational Institution’s obligation to comply with requests relating to a data subject’s rights as laid down in Chapter III GDPR within the statutory periods, such as a request for access, rectification, erasure or restriction of processing of Personal Data;
b. performing verifications and audits as referred to in Article 7 of this Data Processing Agreement;
c. performing a data protection impact assessment (DPIA) and any resultant mandatory prior consultation of the Dutch Data Protection Authority;
d. complying with requests from a Supervisory Authority or other public authority;
e. preparing for or conducting investigations, assessing and reporting Data Breaches as referred to in Article 8 of this Data Processing Agreement.
2. Insofar as permitted by law, the Processor must immediately forward a complaint by or request from a Data Subject, or a request from or investigation by a Supervisory Authority, relating to the Processing of Personal Data to the Educational Institution, which is responsible for dealing with the request or complaint.
3. Notwithstanding the provisions of Article 7, paragraph 7, subparagraph e, Article 8, paragraph 7, and Article 13, paragraph 3, the Parties will not charge each other for any reasonably provided assistance. If one Party wishes to charge costs, it must inform the other Party in advance.

[bookmark: _Toc87959495][bookmark: _Toc99650868]Article 10: Transfer to third countries outside the European Economic Area
1. The Processor may transfer Personal Data to a third country outside the European Economic Area (EEA), or to an international organisation, only if the Educational Institution has given specific written consent for this purpose unless the Processor must transfer that Personal Data under a provision of European Union or Member State law applicable to it. In that case, the Processor must notify the Educational Institution in writing of this provision before the transfer unless that legislation prohibits such notification for compelling reasons of public interest.
2. If Personal Data is transferred to third countries outside the EEA or to an international organisation, as referred to in Article 4(26) GDPR, after the Educational Institution has given its consent, the Parties must ensure that this occurs only in accordance with statutory regulations and any obligations that the Educational Institution may have in this regard. If applicable, a list of the third countries where, or international organisations by which, the Personal Data are processed will be included in Annex 1 to this Data Processing Agreement. It must also explain how the conditions for transferring Personal Data to third countries or international organisations are met on the basis of the GDPR.
3. If standard contractual clauses approved by the European Commission are used for the transfer to a third country outside the EEA, adequate additional measures must be implemented – if necessary – to ensure that the level of protection of the Personal Data both during and after the transfer is equivalent to the level of protection within the EEA. These measures must be described in Annex 1.


[bookmark: _Toc87959496][bookmark: _Toc99650869]Article 11: Hiring a Subprocessor
1. By signing this Processing Agreement, the Educational Institution consents to hiring Subprocessors, whose identity and business location details are included in Annex 1.
2. During the term of the Data Processing Agreement, the Processor must notify the Educational Institution of any intended addition of a new Subprocessor or any change in the composition of the existing Subprocessors, so that the Educational Institution has the opportunity to object to these changes. The objection period is for six weeks following written notice to the Educational Institution of the intended addition.
3. The Processor must impose at least the same data protection obligations on each Subprocessor as are imposed on the Processor in this Data Processing Agreement through an agreement or other legal act. At the Educational Institution’s request, the Processor must provide copies of these Data Subprocessing Agreements, or of the relevant passages of the Data Subprocessing Agreement, other agreement or binding legal act between the Processor and the Subprocessor it has hired in accordance with Article 11, paragraph 1 of this Data Processing Agreement.

[bookmark: _Toc87959497][bookmark: _Toc99650870]Article 12: Retention periods and destruction of Personal Data
1. [bookmark: _Hlk96017087]The Educational Institution must adequately inform the Processor in Annex 1 about the statutory or other retention periods that apply to the Processing of Personal Data by the Processor. The Processor must not process the Personal Data longer than in accordance with these retention periods.
2. On termination of the Data Processing Agreement and within a period that the Parties jointly agree, the Processor must return or arrange the return of the Personal Data processed on the Educational Institution’s behalf to the Educational Institution, or destroy or arrange the destruction of that Personal Data, unless the Personal Data must be retained for a longer period, for example because of an obligation under European Union or Member State law, or at the Educational Institution’s request.
3. The Processor must confirm to the Educational Institution In Writing that the processed Personal Data, as referred to in paragraph 2, has been destroyed. The Educational Institution may have an inspection conducted at its own expense to verify whether the destruction has occurred.
4. The Processor must ensure and warrant that all Subprocessors involved in the Processing of the Personal Data also return or arrange the return of the Personal Data, or destroy or arrange the destruction of the Personal Data, after the expiry of retention periods or the period for returning or destroying the Personal Data as referred to in paragraph 2.

[bookmark: _Toc87959498][bookmark: _Toc99650871]Article 13: Liability
1. The Parties may include arrangements on liability arising from this Data Processing Agreement in the Underlying Agreement or in any other agreement or settlement between the Parties.
2. Notwithstanding the first paragraph, the Parties cannot invoke a limitation of liability included in the Underlying Agreement or any other agreement or settlement existing between the Parties, if one Party institutes:
a. an action for recovery under Article 82 GDPR, or
b. an action for damages under this Data Processing Agreement, if and insofar as the action consists of the recovery of a fine paid to the Supervisory Authority that is fully or partly attributable to the other Party.
3. The provisions of this article do not affect the remedies available to the Party against which an action is brought under the applicable laws or regulations. The provisions of paragraph 2, subparagraph b apply notwithstanding the provisions of Article 14, paragraph 2.


4. Each Party must inform the other Party without undue delay of an actual or possible liability claim or the imposition or intention to impose an administrative fine by the Supervisory Authority, both in connection with this Data Processing Agreement. Each Party has a reasonable obligation to provide information and/or support to the other Party for the purpose of putting forward a defence against an actual or possible liability claim or the imposition or intention to impose a fine, as referred to in the previous sentence. The Party providing information and/or support may charge any reasonable costs to the other Party in this regard. The Parties must inform each other as far as possible in advance of these costs.
5. The Party (‘the Notified Party’) that has been notified by the Supervisory Authority of the intention to impose an administrative fine (‘Intention to Enforce’) in connection with this Data Processing Agreement, must:
a. consider the other Party’s reasonable interests in the defence against the Intention to Enforce;
b. give the other Party a reasonable opportunity to provide its views on the Intention to Enforce to the Notified Party, and
c. not accept a settlement proposal from the Supervisory Authority, or waive a remedy against the Intention to Enforce, or a fine, without first consulting the other Party in this regard.

[bookmark: _Toc87959499][bookmark: _Toc99650872]Article 14: Inconsistency and amending the Data Processing Agreement
1. If there is any inconsistency between the provisions of this Data Processing Agreement and the provisions of the Underlying Agreement, the provisions of this Data Processing Agreement will take precedence.
2. If the Parties wish to deviate from or supplement the articles of the Model Data Processing Agreement when entering into this Data Processing Agreement, they must describe and motivate these amendments and/or additions in a summary to be appended as Annex 3 to this Data Processing Agreement. The provisions of this paragraph do not apply to additions and/or amendments to Annexes 1 and 2.
3. Notwithstanding the provisions of Article 11, paragraph 2, if there are significant changes to the product and/or the services or additional services after this Data Processing Agreement is concluded that affect the Processing of the Personal Data as described in Annexes 1 and 2, the Processor must inform the Educational Institution of the consequences of these changes in language that the Educational Institution can understand before it accepts the changes. Significant changes at least mean the addition or change of a functionality that can lead to more Personal Data to be processed and that can have consequences for the purposes for which the Personal Data are Processed as determined by the Educational Institution. These changes will be included in Annex 1 or Annex 2.
4. Amendments to the articles of the Data Processing Agreement after it is concluded can only be jointly agreed between the Parties in writing.
5. If any provision of this Data Processing Agreement is or becomes void, voidable or otherwise unenforceable, the other provisions of this Data Processing Agreement will remain fully in force. In that case, the Parties will consult with each other to replace the void, voidable or otherwise unenforceable provision with a feasible alternative provision. To this end, the Parties must consider the aim and purpose of the void, voided or otherwise unenforceable provision as much as possible.


[bookmark: _Toc87959500][bookmark: _Toc99650873]Article 15: Term and termination
1. The term of this Data Processing Agreement coincides with the term of the Underlying Agreement concluded between the Parties, including any extensions of it.
2. This Data Processing Agreement will terminate by operation of law on the termination of the Underlying Agreement. Until the Processor has returned or destroyed the Personal Data in accordance with the provisions of Article 12, it must continue to ensure compliance with the articles of this Data Processing Agreement.

[bookmark: _Toc99650874]Article 16: Applicable law and dispute resolution
1. The Data Processing Agreement and its performance are governed by Dutch law.
2. All disputes arising between the Parties in connection with the Data Processing Agreement will be submitted to the court that has been declared competent in the Underlying Agreement. If the Underlying Agreement does not declare a court competent, the court in the place where the Educational Institution has its registered office will be competent.



[bookmark: _Toc87959501][bookmark: _Toc88047415][bookmark: _Toc99650875]Agreed, drawn up in duplicate and signed,

Educational Institution,					Processor, 




Name:							Name:	
Position:						Position:
Date:							Date:	



Annex 1: Privacy Annex
Annex 2: Security Annex
Annex 3: Amendments Annex
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